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RESTful API

The RESTful API that ships with NetWitness Platform is a way to programmatically communicate with
the NEXTGEN architecture. It must be enabled by setting /rest/config/enabled to on, which is
the default. The default port for communication is the default port + 100 (for example, 50105 for a
Concentrator), but that can be changed by setting the /rest/config/port parameter. SSL is controled
by the setting in /sys/config/ssl. For information about how to perform these tasks, see Access the
RESTful API in NetWitness Platform.

The API is based on HTTP and is quite easy to use. The acceptable output formats are:

« text/plain

o text/xml

o text/html

« application/json

The content type that is returned can be controlled through the HTTP Accept header. It is possible to
set the parameter force-content-type to one of the previous values.

The easiest way to begin is to point a browser to the REST port (for details about how to perform these
tasks, see Access the RESTful API in NetWitness Platform):

PATH: http://<hostname or IP>:<REST port>

This command performs the default command of 1s, and returns a listing for the root node tree used by
NEXTGEN:

concentrator )
connections ()
database (")
index (%

logs ()

rest €

sdk

services (')
storedproc ')

&
USEers )
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Usage

The REST API accepts commands by using URL parameters and by POSTing application/json.

The special content type, application/x-netwitness-string-params, passes parameters, as
plain text, in the format:

paraml=valuel param2="value \"2\""

Note: Quotes, as part of the value, must be preceded by the backslash \ character. Any character can
be escaped in this manner, including the backslash itself \\.

The format of the URL consists of the following components:

http://<hostname or IP>:<port>/[nodel] [/node2] [..] ?2msg=<message name>
[&paraml=valuel] [&param2=value2] [..]

Usage example: the "/logs"” Node
The /logs node supports several different messages:
o Is—Returns a list of child nodes. It supports the parameters depth and options.

« mon—Monitor this node (and possibly descendants) for changes. However, this message is not
supported by the REST API because it requires a persistent connection and pipe that cannot be done

via REST. Monitoring currently requires the full NextGen SDK library.

o pull-This command pulls logs from the service. It supports two parameters: count, which controls
how many logs to return, and id2, which controls the ending log ID to return. id2 is optional and when

it is not provided, the last log written is returned.
« info—Returns detailed node information.

o help-The parameters are covered in more detail in Find More Details.

o count-A simple command to return the number of child nodes.
o stopMon—Stop monitoring the node from a previous mon command (also not supported by REST).

o download—A more complicated command to download a large number of log messages with several
parameters to control log types and text matching capabilities. Like the mon command, this requires

more than a simple request/response, which is not supported by the REST node interface.
« timeroll-Any log entries that exceed a given age are deleted.

To get a full list of NEXTGEN messages and parameters, use the help message:

http://<hostname>:<port>/logs?msg=help

The above command returns:
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description
security roles
message. list
ls

mon

pull

info

help

count

stopMon
download

timeroll

debugGen

A container node for other node types
everyone,logs.manage

The list of supported messages for this node
[depth:<uint32:=] [options:<string>]
[depth:<uint32=] [options<uint32=]

[id2:<uint64>] [count:<uint32=] [timeFormat:<string>]

[msg:<string=] [op:<string=] [format: <string=]

[id1:<uint64>] [id2:<uintG4=] [time1:<date-time>] [time2:<date-time>] op:<string>
[logTypes:<string=] [match:<string>] [regex: <string=] [timeFormat:<string=]

[timeCalc:<string=] [minutes:<uint32>] [hours:<uint32>] [days:<uint32>] [date: <string>]

[count:<uint32=]

Example Syntax

To view the last 100 logs:

http://hostname:50105/1ogs?msg=pull

To view the logs in XML format:

http://hostname:50105/1logs?msg=pull&force-content-type=text/xml

To see the last 10 logs in plain text:

http://hostname:50105/1logs?msg=pull&count=10&force-content-type=text/plain

Find More Details

For more detailed information about a message (for example the pull message), request help specific to
just that message. The help message displayed above uses the parameter name msg, but in the URL
below, message is used, an alias for the help msg parameter to avoid conflicts with the REST API msg.

http://<hostname>:<port>/logs?msg=helps&message=pull

Usage
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Downleads N log entries
security.roles: logs.manage
parameters:
pull id2 - <uint64, optional= The last log id number that will be sent, defaults to most recent log message
count - <uint32, optional> The number of logs to pull, max is 1000, defaults to 100

1970)

timeFormat - <string, optional, {enum-one:posix|simple}> The time format used in each log message, default is posix time (seconds since

Alternately, you can go back to the browser and click the (*) in the properties pane on one of the nodes,

as shown here:

logs ()

When you select a command, the Message Help is displayed. When you click Send, the output is shown
in a separate pane, as shown here:

pull: Downloads N log entries

security.roles: logs.manage

parameters:
i1d2 - <uinté4, opticnal> The last log id number that will be sent, defaults to most recent log message
count - <uint32, optional> The nusber of logs to pull, max is 1000, defaults to 100
timeFormat - <string, optional, {enum-one:posix|simple}> The time format used in each log message, defaul

2

idwl4454 time=1341940375 level=audit module=SDK-Info mag=User admin (session 259929, [::ff£££:137.69.1,

1d=14455 cime=1341540378 level=audit m=module=SDX-Info msg=User admin (session 359929, ([1:1ffff1137.69.1.

4d=14456 vime=13410940870 levelwaudit module=Engine msgeUser admin (session 265583, [::f£f£:137.69.131
7

id=14457 time=1341944258 level=audic mcdule=E g admin ( 250396, 10.25.50.161:48735
id=14452 time=1341944258 level=audit =mcdul L] L) admin 250123, 10.25.50.161:50706
1d=14459 tTime=1341944829 level=audit modul L L) admin | 265583, [::fff£:137.65.131
id=14460 time=1341946234 level=audit mcdule=Engine =sg=User admin (session 274275, [::fff£:137.69.131
1d=14461 ctime=1341946849 levelw=audic dul Ut {3 admin 274311, [::£££2:137.69.131
id=14462 time=1341946503 level=audit =odule=Eng: g admin 274348, 13 131.85:5522
id=14463 time=1341948468 level=audit modul g L) admin 274348, 137.65.131.85:5522

id=14464 tTime=1341948612 level=audit modul 9. L} admin 275382, 137.65.131.85:558¢6
idwl4465 time=1341949115 level=audic module=Engine msg=User admin (session 275382, 137.69.131.85:5586
Ad=l4466 time=1341645382 levelwaudit =odul Lf L) admin 275805, 137.65.131.85:5613
4d=14467 time=1341945912 level=audit modul Lf L) admin | 2758205, 137.69.131.85:5613
id=14468 cTime=1341951261 level=audit module=Engine msgeUser admin (session 276671, 137.69.131.85:5728
id=14469 time=1341052709 levelwaudit module=Eng: -} admin ( 276671, 137.69.131.85:5728
1d=14470 time=1341652814 levelwaudit meodul g g admin 277603, 137.69.131.85:5829
Ad=14471 time=1341553320 levelwaudit =cdul Lf L) admin ( 277€03, 137.65.131.85:5829
P fmemmion ZTANSS, 137.88.131.AK:SHAR

.

In this view, you can easily navigate the node tree to use the various commands supported by
NEXTGEN or to make configuration changes.
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Comprassion (compression) Ll

CRC Checksum (cre.checksum)

Drives (drives) [

Part (port) /7

scheduler ©
Service Name Override
(service name override) I

SSL (ssl) ™

Histarical Stats Database Directory
(stat dir)

Stat Exclusion From Database
(stat exclude)

Stat Updata Interval (stat intarval)

Threads (threads)

on -
-

g
g

EOE

arnetwitness/decoder/statdb=1 C

E?

@

use

=

roles/* /connections/™ /servi

JE
=

For example, from /sys/config, you can make configuration changes and click Set to send the

changes.
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Access the RESTful API in NetWitness Platform

This topic describes how to enable the REST API in NetWitness Platform. The REST API must be
enabled by setting /rest/config/enabled to on, which is the default. The default port for
communication is the default port + 100 (for example, 50105 for a Concentrator), but that can be changed
by setting the /rest/config/port parameter. SSL is controled by the setting in /sys/config/ssl.

To enable the REST port:

1. In the NetWitness Platform web user interface, go to ADMIN > Services and select a service, for

example, a Concentrator.

2. In the Host column, click on the host name. The Hosts page opens, and the IP address of the host is
displayed in the Host column. Make a note of the IP address.

Note: If the IP address listed in the Host column is the same as the IP address of the NetWitness
Platform web UI, the API is not available for that service.

3. Goto ADMIN > Services, select the service, and then select View > Config. Under System
Configuration, note the port number. You will use this port number as a basis for accessing the API,
but you must add 100 to it. For example, if the port number is listed as 50005, you would enter
50105.

4. In the browser, type the IP address of the service and append the port number to the IP address as

shown here:
http://<hostname or IP address>:<port>

Note: The URL is HTTP, and not HTTPS.

5. Inthe Authentication dialog, enter the user name and password and click Log in. A listing of the root
node tree used by NEXTGEN is displayed:

concentrator )
connections
database (1
index

logs

rest ()

sdk 1

services (%)
storedproc %

sSYS ")

=
users g
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Packets

You can retrieve a pcap file using the REST service.

http://<hostname>:<port>/sdk/packets

If you point a browser to this URL, the web page lets you enter a list of session IDs or a time range.
When you click Submit, it generates a pcap based on the supplied criteria.

Programmatically, using HTTP GET or POST, submit either a sessions parameter with a comma-
separated list of session IDs and session ranges (#-#) or a timel and time2 parameter. Times must be in
the format YYYY-MM-DD HH:MM:SS, for example: 2010-Apr-20 09:00:00.

Note: Since the list of sessions can get quite long, this API accepts the content-type
application/x-netwitness-string-params for a POST command.

Importing Packets
You can import packets to a DECODER using the REST service.

http://<hostname>:<port>/decoder/import

If you point a browser to this URL, the web page lets you select a peap file for upload. It also accepts
pcap files POSTed to this URL.

REST begins processing incoming data immediately after the HTTP header is parsed. This means import
of a peap file occurs quickly and allows for large transfers. There is still a limit, but it is much larger
(GBs) and is based on how well the import process can keep up with the client POST coming in. If the
client posts a huge pcap (many GBs), it is still possible to overfill the current buffer. Any pcap that is 4
GBs or less should be able to process without issue.

Note: The DECODER cannot be concurrently importing or capturing, or an error results.

10 Packets



Parser/Feed Upload

You can upload Parsers and Feeds using the REST service.
http://<hostname>:<port>/decoder/parsers/upload
If you point a browser to this URL, the web page lets you select a parser or feed file for upload.

You can also force a reload by selecting the toggle or providing the parameter reload=1 on the URL.

11 Parser/Feed Upload
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Stat Graphing

The REST interface has a built-in statistics graphing tool, which helps you monitor performance for a
service during a specified time period. You can use this tool to collect and graph single or multiple
statistics from a host during a specific time range. You can also graph real-time statistics.

To access the statistical graphing tool:

1. From the root node tree page, click sdk. (For information on accessing the root tree note page, see
Access the RESTful API in NetWitness Platform.)

concentrator ()
connections ()
database ()
index (%
logs )
rest (')
sdk

services (‘)
storedproc ')

ES
USEers )

The options for additional functionality are displayed:

config (

stats (")

Additional Functionality
Isdkfappireports
Isdkfapplsessions
Isdklapplstats

[sdkicontent

Isdkipackets

Stat Graphing 12
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2. Click sdk/app/stats. The Performance Monitor window opens, and statistical graphs are displayed at
the bottom of the page.

_

Help
Time1:|2015-feb-02 13:20:41 |l|
Time2: |2015-feb-02 14:20:41 m

realtime: [/ |60 |i|

Add More Stats |i|

\sdk/stats/queries. active Remove

\'sdk/stats/queries.pending Femove

Get Graphs |i|

Pausze realtime graphs m

queries.active

Active Query Count

1825 18:30 18:35 18:40 1845 18:30 18:35 19:00 19:05 19:10 19:13 18:20

queries.pending

Pending Query Count

18:25 13:30 18:35 158:40 18:45 13:50 18:55 19:00 19:05 19:10 19:15 1920~

Click the Help buttons for detailed information about this page and the fields it contains.

13 Stat Graphing
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SDK Commands

All queries on the system are performed by commands sent to the /sdk node.

The /sdk node has built-in help documentation for each message. To view the help for each command,
click on the asterisk (*) beside the sdk node and then choose one of the messages from the drop-down
menu. The documentation for the message is displayed in the Output window at the bottom of the screen.

To access the help:

1. From the root node tree page, click sdk. (For information on accessing the root tree note page, see
Access the RESTful API in NetWitness Platform.)

2. Click the asterisk (*) next to sdk.

concentrator ()
connections ()
database ()
index (%
logs )
rest (')
sdk

services (‘)
storedproc ')

ES
USEers )

SDK Commands 14
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Information about the /sdk node is displayed.

Y
concentrator I
connections )
database ()
index ('
logs ]
rest ()
sdk [
services ()
storedproc ]
Sys v
users
Properties for 'sdk
Farameters: ” Send |
Message Help
ls: Returns the list of child nodes -
security.roles: everyone
parameters:
depth - <uint32, optional: How many levels deep to return node info, default is 1
options - <string, optional: What types of nodes to return information about, defsult is all nodes. Can be a
number (bitwise mask) or comma separated values like config, stat, folder, session, connection, channel, restart-
needed or pretty-print. -
Cutput (or command manual help)
rFY
Isdk
The 5DK is the primary means to access parsed metadata and the raw data that generated it. There are three main mechanisms for performing
queries in the database, the gquery, values, and meearch commands. Most SDK commands over the RESTul interface override the default
expiry of 30 seconds to be unlimited. Why? Bacause there are already mechanisms in place to cancel long running queries based on configured
setfings and having a small expiry value only causes confusion.
The following is a brief overview of the commands and what they do:
= query - Selects meta from the meta database based on the gquery that is passed in. possibly using the index for fast retrieval.
= values - Returns groups of uniqgue meta values sorted by some criteria. It is optimized fo retumn 3 subset of the unique values sorted by
an aggregate function such as count.
= msearch - Takes text search terms as it's input. and returns matching sessions that match the search terms. It can search within
indexas, meta, raw packets, or raw logs.
* packets - Returns raw packeis or log dats based on = time range, session |D list or whers clause.
= summary - Returns name=value pairs of information regarding the active databases of the service.
= tfimeline - Returns session counts for a time period. Usually used for charting sessions over time.
= deviceld - Converts a session |D to a equivalent session on 2 remote service (2.5., which device and session 1D was this aggregated
from).
= content - Conwert raw packets data to some other consumable format Typically used fo extract files out of well known protocols like
HTTP or SMTP/POP.
» aliases - Returns the textual representations of values that are normally integer basad (2.g., service 800z HTTP). e
-

15
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3. To find more specific information, select a property from the Properties for /sdk drop-down menu:

sdk )
services [
storedproc ]
sys

users ﬁ

Properties for /sdk

s ¥ |Papmeters:

|| Send |

Y
Is

tie list of child nodes
info vled: everyone

help cuiInt32, optional: How many levels deep to return node info, default is 1

t.
count -

- {string, optiomal> what types of nodes to return information about, default is all nodes.

string, optiomal> Comma separated list of nodes or node pathnames to exclude (wildcards al

query

magd manual help)

search

cancel

values

xforms

mzearch

session

dliases

keyrefs

packeis

contant

summary

-

The help for the property that you selected is displayed in the Output section:

SDK Commands
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sdk [
services (')
storedproc )
sys 0
users 1
Properties for /'sdk
Parfmatars: || Send |
Message Help
values: Performs a walue count query and returns the matching values for a report -
security.roles: sdk.meta
parameters:
idil - <winted, optional: The starting meta id
id2 - «<wuinted, optional:> The ending meta id
size - «<uint3Z, {range:1 to 1677721}> The max number of entries to return
flags - <string, optional> The flags to use for values. Can be a number (bitwise mask) or comma separated walues T
||f5dk?mg=query&ioroe-ountenl-type=1e:d!plain&id1=
Qutput (or commmand manual help)
rFY
Isdk values
The index provides a low-level values function to access the unigue meta values that have been stored in the index. This function allows
developers to perform more advanced operations on groups of unique meta values.
The values call parameter syntax:
values-params = field-name-param, space, where-param, space, size-param, {space, flags-param} {space,
field-name-param = "fieldMame=", {meta-key | entity) ;
where-param = "where=", where-clauze ;
size-param = "size=", ? integer between 1 and 1,677,721 ? ;
start-meta-param = ? same =5 Query message ¢
end-mata-param = } same as gquery message ¥
flags-param = "flags=", {wvalues-flag, {"," wvalues-flag} } ;
values-flag = "sessions” | "size" | "packets” | "sort-total” | "sort-value" | "order-ascending” | "o
threshold-flag = "threshold=", * non-negative integer ? ;
aggregate-func-param = "aggregatefunction=", { aggregate-func-flag } ; -
L] 3
-

SDK Commands Further Reference

This guide should be used in conjunction with the SDK documentation, which explains the format of
queries and results. This document primarily focuses on how to send queries and parameters via the
REST API, not how the queries themselves are formatted. The Core Database Tuning Guide explains
those concepts in detail. Go to the Master Table of Contents for NetWitness Logs & Packets 11.x to find
all NetWitness Platform 11.x documents. All metadata returned via REST is encoded as UTF-8.

There is another parameter specific to the REST API called expiry. This parameter can be set to the
number of seconds to wait for a response before the system returns a timeout error. The default is 30
seconds, which is sufficient for most requests. For queries, the standard SDK sets an infinite timeout. If
you set expiry to zero (sexpiry=0), this removes the timeout for that request. It is probably a good idea
to set a larger timeout for queries and other requests that may take longer than 30 seconds during normal
operations.

17 SDK Commands
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